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Online Safeguarding Policy

The purpose of this policy is to:

1.1 Provide specific guidance for staff delivering online education at Sophia High School and
to our students.

1.2 Set out Sophia High School’s approach to safeguarding students in their care.

Sophia High School recognises that the success of the Policy will depend on its
effective implementation. It will, therefore, ensure the effective dissemination of this Policy
with the staff at Sophia High School; it will also provide appropriate training to the staff when
necessary.

1. Introduction 

Sophia High School is committed to ensuring a safe and supportive environment exists for
all staff and students engaging in online education provision and engagement activities. 

This document is designed to provide Sophia High School staff working with students online
with guidance and a set of procedures to follow to ensure that they adhere to the School’s
policy on the Safeguarding of Children. This document was written with specific reference to
online activities including, but not limited to, interaction on online platforms, instant
messaging/chat, live videos/webinars and mentoring. 

Safeguarding concerns in the online education environment can take many forms including,
but not limited to, bullying and cyber bullying, peer on peer abuse, youth produced sexual
imagery, child sexual exploitation/trafficking, domestic abuse, emotional abuse, grooming,
neglect, children missing in education, online abuse, physical abuse, sexual abuse. Abuse
could be by adults, or by other children/young people. 

This policy applies to all staff involved in the delivery and supervision of online work and
should be read alongside the School’s wider Safeguarding policies and practice. This
includes School staff members, as well as temporary teachers/tutors/guests that may run
workshops from time to time.

We believe that: 

● children and young people should never experience abuse of any kind 
● children should be able to use the internet for education and personal development,

but safeguards need to be in place to ensure they are kept safe at all times
● children should understand how to keep themselves safe when learning online

We recognise that: 

● the online world provides everyone with many opportunities; however, it can also
present risks and challenges

● we have a duty to ensure that all children, young people, and adults involved in our
organisation are protected from potential harm online 
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● we have a responsibility to help keep children and young people safe online, whether
or not they are using our Google Classroom

● all children, regardless of age, disability, gender reassignment, race, religion or belief,
sex, or sexual orientation, have the right to equal protection from all types of harm or
abuse 

● working in partnership with children, young people, their parents or guardians, and
agents is essential in promoting young people’s welfare and in helping young people
to be responsible in their approach to online safety

1.1 Online safety 

It is essential that children are safeguarded from potentially harmful and inappropriate online
material. Our School’s effective whole school approach to online safety empowers our staff
to protect and educate students and staff in their use of technology and establishes
mechanisms to identify, intervene in, and escalate any concerns where appropriate. 

The breadth of issues classified within online safety is considerable, but can be categorised
into four areas of risk: 

Content: 
● being exposed to illegal, inappropriate or harmful content, for example: pornography,

fake news, racism, misogyny, self-harm, suicide, anti-Semitism, radicalisation and
extremism. 

Contact:
● being subjected to harmful online interaction with other users; for example: peer to

peer pressure, commercial advertising and adults posing as children or young adults
with the intention to groom or exploit them for sexual, criminal, financial or other
purposes’.

Conduct: 
● personal online behaviour that increases the likelihood of, or causes, harm; for

example, making, sending and receiving explicit images (e.g consensual and
non-consensual sharing of nudes and semi-nudes and/or pornography, sharing other
explicit images and online bullying; and 

Commerce 
● risks such as online gambling, inappropriate advertising, phishing and or financial

scams. If you feel your pupils, students or staff are at risk, please report it to the
Anti-Phishing Working Group (https://apwg.org/). 

At Sophia High, we ensure online safety is a running and interrelated theme whilst devising
and implementing policies and procedures. We consider how online safety is reflected in our
unique online learning environment as required in all relevant policies and consider online
safety whilst planning the curriculum, any teacher training, the role and responsibilities of the
designated safeguarding lead and any parental engagement. 

Our Online Safety Policies and Procedures are reflected in our child protection policy. This
involves how we approach remote learning in our online learning environment.
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1.2 Remote learning 

Where children are being asked to learn online at home the Department for Education has
provided advice to support schools and colleges do so safely: safeguarding in schools
colleges and other providers and safeguarding and remote education. The NSPCC and
PSHE Association also provide helpful advice: 

● NSPCC Learning - Undertaking remote teaching safely during school closures
● PSHE - PSHE Association coronavirus hub

1.3 Filters and monitoring 

Whilst considering our responsibility to safeguard and promote the welfare of children and
provide our students with a safe environment in which to learn, our education team and
proprietors are doing all that we reasonably can to limit children’s exposure to risks outlined
in our remote learning risk assessment from the school’s Digital Education Platform.

As part of this process, we ensure our school has appropriate cyber security and monitoring
systems in place through Google for Education. We consider the age range of our children,
the number of children, how often they access the system and the proportionality of costs vs
risks. 

The appropriateness of any filters and monitoring systems are a matter for individual schools
and colleges and are informed in part, by the risk assessment required by the Prevent Duty. 

The UK Safer Internet Centre has published guidance as to what “appropriate” filtering and
monitoring might look like: 

UK Safer Internet Centre: appropriate filtering and monitoring. 

The Prevent duty: 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_dat
a/file/439598/prevent-duty-departmental-advice-v6.pdf

1.4 Online Safety & Safeguarding at Sophia High School 

We will seek to keep children and young people safe by:

● Providing an especially safe online platform for the delivery of our online curriculum
through a partnership with Google for Education.  

● Google Classroom is secure and accessible only by enrolled pupils, their parents and
school staff. All online students, and Early Years parents, pledge to uphold the
acceptable use policy and receive instruction in good digital citizenship and Internet
safety. 

● All Sophia High School staff are carefully screened and specially trained to ensure a
positive school environment for everyone.

● Ensuring that appropriate cyber security controls and measures are in place in order
to reduce the risk of cyber-attacks which may include phishing emails, malware
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from bogus websites and downloads, ransomware attacks and Denial of Service
attacks.

In our online school we:

● provide clear and specific directions to staff on how to behave online through our
Code of Conduct and Staying Safe Online (need this guidance) document

● Support and encourage the young people studying with us to use the internet, social
media and mobile phones in a way that keeps them safe and shows respect for
others through Netiquette 

● Ensure all students sign a Correct Use of ICT agreement. All online students pledge
to uphold the acceptable use policy and receive instruction in good digital citizenship
and Internet safety), and Staying Safe Online documents. This also applies to EY
parents who support and participate in their child’s online education

● Support and encourage parents, guardians, and agents to do what they can to keep
children safe online 

● Develop clear and robust procedures to enable us to respond appropriately to any
incidents of inappropriate online behaviour, whether by an adult or a child/young
person 

● Review and updating the security of our information systems regularly 
● Ensure that usernames, logins, email accounts and passwords are used effectively
● Ensure personal information about the adults and children who are involved in our

organisation is held securely and shared only as appropriate
● Ensure that images of children and young people are used only after their written

permission has been obtained, and only for the purpose for which consent has been
given

● Provide supervision, support and training for staff and any individual involved with
Sophia High School’s online activities about online safety

● Examine and risk assess any social media platforms and new technologies before
they are used within the school.

If online abuse occurs, we will respond to it by: 

● Having clear and robust safeguarding procedures in place for responding to abuse
(including online abuse)

● Providing support and training for all staff on dealing with all forms of abuse,
including bullying/cyberbullying, emotional abuse, sexting, sexual abuse and sexual
exploitation 

● Making sure our response takes the needs of the person experiencing abuse, any
bystanders and our organisation as a whole into account

● Reviewing the plan developed to address online abuse at regular intervals, in order
to ensure that any problems have been resolved in the long term. 

●

2. Scope of this Policy 

This policy specifically relates to online outreach and engagement activities. This
policy should be read alongside Sophia High School’s Safeguarding Policy. 
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Legal framework:
This policy has been drawn up on the basis of legislation, policy and guidance that seeks to
protect children in England. Summaries of the key legislation and guidance are available on: 

● online abuse https://learning.nspcc.org.uk/child-abuse-and-neglect/online-abuse
● bullying https://learning.nspcc.org.uk/child-abuse-and-neglect/bullying
● child protection https://learning.nspcc.org.uk/child-protection-system

3. Areas of risk 

3.1 Risk Assessment 

Some key risks in online activities are highlighted below. For all new activities planned, a
risk assessment should be undertaken which should be approved by the responsible teacher
doe@sophiahigh.school the activity and reviewed by the Education Team. This risk
assessment should be shared with all members of staff involved in the online activity. 

3.2 IT Safety and Data Protection (additional requirements White Paper 2019) 

The below considerations are highlighted in line with the IT safety and data protection
White Paper 2019 
3.2.1 A Privacy notice is provided on the school website and is easily accessible and
provided in language that the participants can understand and are thus fairly informed. 

3.2.2 Data protection best practice for any data gathered and stored should be considered in
advance of the activity. Data protection should be considered at all stages of design ensuring
the approach mitigates the risk to individual participants’ information.  

3.2.3 The appropriateness of the platform and how they store, process and use personal
data should be considered in deciding on an appropriate platform for the delivery of any
online lesson/activity.  

3.2.4 For assistance in compliance with Data Protection Regulations, please contact the
Data Protection Officer (doe@sophiahigh.school)
 

3.3 Social Media 

3.3.1 Staff must not engage or communicate with children or children’s families via personal
or non-school-authorised accounts – all communications should come from an official
Sophia High School email account.

3.3.2 For all online activities, consent should be sought from parents/carers and the
child/young person before posting any identifiable information and/or images of children and
young people on official Sophia High School social media. Teachers should not use any
image of students on their personal social media accounts, as this is a breach of the
Safeguarding Policy and may be subject to legal action.
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3.3.3 Concerns about social media content or posts involving children and young people
such as cyberbullying, self-harm, abuse or exploitations should be raised with the
designated safeguarding officer in line with the process in the overarching safeguarding
policy. 

3.3.4 Staff and Students working on online educational provision should abide by the general
principles of the code of conduct policy, communications policy, and other relevant Sophia
High School staff policies.
 
3.3.5 Staff and students working in our online education environment should not use social
media in a way which would breach other school policies, including the safeguarding policy.  

3.4 Online Learning and Real Time Interactive Lessons

The measures below are as much about protecting Sophia High School staff, as they are
about supporting the students engaging in these lessons/activities. 

At Sophia High School, we provide a full time education following the UK National
Curriculum through a blended learning programme which combines live interactive lessons
with independent home learning.   

Lessons are live streamed using our secure and password protected Google Classroom
platform and teachers have full control over interactive learning tools including the recording
of each lesson for safeguarding purposes.  Throughout our programme, students are taught
how to use online learning tools safely and our programme is structured to build a sense of
community/belonging amongst our student groups.  

We have partnered with Google for Education, as this platform offers the world’s most
advanced security infrastructures in order to protect the privacy of our users. This built-in
security automatically detects and prevents online threats, so that sensitive student and
school information is safe.

The school’s online platform, powered by Google for Education, is secure and
accessible only by enrolled pupils, their parents and school staff.  Google is committed
to building products that help protect student and teacher privacy and provide best-in-class
security for our online school.
 

Google Workspace for Education and Chromebooks support compliance with rigorous
standards including:

● US FERPA (Family Educational Rights and Privacy Act)
● The Software & Information Industry Association
● COPPA (Children’s Online Privacy Protection Act of 1998)
● Student Privacy Pledge introduced by the Future of Privacy Forum (FPF)
● ISO/IEC 27018:2014 (Data standards)

 

Four things to know about Google for Education
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Google takes security seriously, with industry-leading safeguards and privacy policies that
put you in control of our school’s data.
 
Here’s how you know that students and educators are protected when using Google for
Education.
1 Google keeps your data secure

Schools own their data – it’s Google’s responsibility to keep it secure. Google builds and
operates their own secure servers and platform services, and they make it easy for
administrators to monitor and manage data security. Watch video.

2 There are no ads in Google Workspace for Education core services
There are no ads in Google Workspace for Education core services, and students’
personal information won’t be used to create ad profiles for targeting. Watch video.

3 Google supports compliance with industry regulations and best practices.
Google services support compliance with privacy and security requirements.
Independent organisations have audited Google services, ensuring their data protection
practices meet demanding standards. Watch video.

4 We have clear information about Google’s privacy and security policies
Google is committed to transparency about our data collection policies and practices.
The Google Workspace for Education Privacy Notice and Google Workspace Agreement
explain our contractual obligations to protect your data. Watch video.

Full information about Privacy & Security with Google for Education can be found at
https://edu.google.com/intl/en_uk/why-google/privacy-security/

3.4.1 Where live streaming is deemed the Sophia High School has chosen Google
Classroom as the best platform for delivery of lessons/activities. A risk assessment has been
carried out by the Senior Leadership Team and is shared with all the teachers.

3.4.2 Any online activities should only be delivered via online platforms approved for use by
Sophia High School.

3.4.3 Access to the individual platform should only be enabled for the intended participants
and is controlled by the Administrative Team. 

3.4.4 The platform enables the presenter to control microphones/cameras for participants 

3.4.5 Personal accounts for platforms are not to be used to engage with young people, all
activities are organised through Google Classrooms.

3.4.7 Personal information (including names, contact details and email addresses) should
only be accessible to those with the right permissions and should not be publicly viewable 

3.4.8 Staff must never give out personal details to participants such as personal
email address, personal phone number or social media accounts.  

3.4.9 Staff facilitating activities and monitoring any enabled chat should be able to remove
people from the platform if necessary.  

3.4.10 For all live activities, staff members record sessions and have all undergone the full
safer recruitment in education checks. The school admin team is able to monitor messages
sent on the chat platform and has access to all recorded lessons, which are reviewed.  Live
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lesson recordings are posted daily to individual year group Google Classroom for access by
students and families so that learning is visible. 

3.4.11 During a live session, staff or students organising it should: 

● Ensure that the session is taking place in a neutral area where nothing personal can
be seen and there is nothing inappropriate in the background 

● Monitor interactions (verbal and in live chats) to check it is appropriate and relevant,
and to deal with any sudden changes or upsetting developments.  

3.4.12 If a staff member leaves the session for any reason or has issues accessing the
Google Meet (e.g. connection issues), they should get in contact with the Senior Leadership
Team as soon as possible (by phone if necessary) and attempt to re-join the session if
possible. If it is not possible to have a staff member present, then the event should be ended
as soon as reasonably possible and this should be communicated to all participants 

3.4.13 At the start, the main speaker should remind participants how to keep themselves
safe (as outlined above) in addition to reminding them of the ground rules. This is also a
good time to restate any pre-shared privacy notice to participants and particularly important if
participants can override any central setting and share their own video unless asked by the
teacher. 

3.4.14 If staff share their screens at any point they must ensure that there is
nothing inappropriate on the screens/internet pages/browser history 

3.4.15 Challenging behaviour or inappropriate comments should be dealt with immediately,
which may involve muting or removing the offender from the platform in line with the school
Behaviour and Exclusion Policies.  

3.4.16 You should also ensure that the participants: 
● Do not share private information about themselves 
● Do not respond to contact requests from people they do not know 
● Understand who they should contact if they hear anything upsetting or  inappropriate 

3.4.17 For any interactive live streaming, consent is sought and recorded
from parents/guardians of any under-18 participants.  

3.4.18 A signed Digital Safety Agreement and code of conduct should be received from all
participants which should include the consequences in the case of inappropriate behaviour.  

3.4.19 At the start of a session participants should be reminded of this code of conduct, not
to take photographs of the screens or share any images, and how they can report any
concerns. 

3.4.20 If a safeguarding disclosure is made by a participant, the School’s Safeguarding
Policy should be followed. 

3.4.21 Staff should not be in a private chat/video call 1-2-1 with a participant, without the
session recording or a parent of the student present. If this happens by accident (someone
else loses signal etc.) they should immediately come out of the breakout room/chat/end the
session. 
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Our thematic unit, How We Learn Effectively Online, supports this policy and introduces the
children to online safety, acceptable use, and online etiquette as expected of all students,
appropriate for age and developmental stage.

4. Disclosure and Barring Service Checks (DBS) 

DBS checks are required for all staff involved in online delivery; the requirements for this are
outlined in our School’s Safer Recruitment Policy.  
Records of pre-employment checks and subsequent training are held by the Director of
Education in the School’s Single Central Register.  

5. Breach of online safety/Digital Safety Agreement
For breach of online safety/digital agreements see Appendix A

6. Key contact details 

For questions, to discuss this policy further or raise a concern, please contact
Designated Safeguarding Officer, David McCarthy, Director of Education by emailing
doe@sophiahigh.school
7. Links to other Sophia High School Policies and
Procedures 

Related documentation
Related documentation Prevent Policy

Health and Safety Policy
Safer Recruitment Policy
IT acceptable use policy
Sophia High School’s Safeguarding Policy for Children
Child on Child Abuse Policy
Youth Produced Sexual Imagery Policy
Behaviour Policy
Anti Bullying Policy

Ownership & Consultation
Document sponsors (role) CEO / Director of Education

Document authors (name)

Melissa McBride – Director of Education
David McCarthy – Group CEO
Vanessa Temple - Director of EYFS (Sept 2022
Version.

Version control
Implementation date September 2020
Reviewed September 2021
Reviewed and updated September 2022
Review Date September 2023
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Appendix A

Breach of online safety/Digital Safety Agreement

Offensive/inappropriate work found in pupil materials.

In the case of offensive/inappropriate items being found on pupil materials (Jamboard,
Google Classrooms etc.) by a parent or member of SHS, the following procedures are to be
followed.

1. If a parent finds it and complains, then send screenshot/link to the offence to
CEO/Leadership/IT immediately then telephone the parent to say it is being dealt with as
the highest priority.

2.       If staff find it, send screenshot/link to the offence to CEO/Leadership/IT immediately.

3.       Items recorded and removed.

4. Parents called by Leadership to discuss the situation, actions to be taken and that
there will be an email follow up to the concern.

5. IT will use the Google tools to see which email address has been used to produce the
items, where the IP address shows the content was created, and create a record of the
creation of the items.

6. CEO/DoE will liaise with any staff involved in the finding of the items to explore any
history with students/families which may be relevant.

7.       Cancel student email account and re-set. Email out details of new account to family.

8.       Email sent to parents outlining what has happened and how to move forward.

9.       Email content:

Dear NAME,

We would like to inform you that there has been an inappropriate item found
amongst the digital tools that your child uses at Sophia.
Events of this nature are distressing for all involved and we wish to reassure
you that we have installed the highest level of security in our system here at
Sophia.

Our initial investigation shows the following details:

DETAILS FROM GOOGLE REPORT
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The IP address shows that this was through XXX email account and the
physical location is XXX.

I have attached the CSV file and screenshot of our initial Google security
search which shows these full details.

I now broach the very difficult subject of who has created and added to these
files.
You may wish to access the browser history on your computers for these
dates and times to identify where these items came from. If they originated
from within your household then I feel that a family discussion is needed, to
discuss how these items came to be added to xx’s Sophia High work.

I am happy to reach out to support you with this difficult conversation, if you
wish.

As part of our Learning Effectively Online unit, which we begin the year with,
we discuss appropriate use of the internet, access to appropriate material
online, and keeping your Sophia email account safe. As part of the digital age
which we now all live in, the digital footsteps that we take are recorded in
many places, and it is always possible to see where we have been browsing
and what we have been downloading. It is important for us all to know and
remember this.

Our IT team will continue to look into this as we seek to reassure you that no
breach of Sophia online security has been made.

We have taken immediate action to cancel your email account with Sophia
and a new one is being created. Details will be sent to you as soon as
possible. Please join the network with the new details and create a totally new
password. Please be reminded to never share your passwords or use ones
that work across multiple accounts.

As part of your enrolment agreement with Sophia, you and your child signed a
Digital Safety Agreement. To break this agreement does have serious
consequences, and so the action we are considering taking at this time are
XXXXXX.

Please do not hesitate to reach out to me to discuss what our findings are at
this stage, how we will move forward, or if you have any other urgent matters
at this time.

Kind regards
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10. Follow up call with parents to check they understand the issue, the findings of the digital report,
what actions have been taken by Sophia and what further actions will be taken as they have
broken the Digital Safety Agreement.

11. Any further follow up must be recorded and sent to CEO.
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